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Confidentiality Agreement

The information contained in this document is the property of solutions and may not be copied

or communicated to a third party or used for any purpose other than that for which it is supplied

without the express written consent of solutions by stc.
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1. Introduction

The Data Privacy Policy is part of the Data Privacy Program within solutions that sets the
management intentions for upholding privacy rights of the customers, suppliers, contractors,
employees, candidates, and visitors through the entire lifecycle of personal data ie., data
collection, storage/retention, use/processing and deletion or disposal. solutions recognizes that a
consistent, repeatable, and sustainable approach to data privacy is therefore necessary to ensure
secure andlawful handling of personal data within solutions’ environment.

The Privacy Policy may be provided upon request under a Non-disclosure Agreement to customers
or other third parties who have a need to understand our commitment to privacy.

2. Purpose

This policy outlines principles and statements on how solutions collects, processes, and uses
personal data in compliance with applicable requirements around data privacy. Supplemental
policies, practices and Governance documents shall be developed, as needed, to meet the
regulatory data protection requirements which may provide for more strict or specific privacy and
protection standardsthan those thatare setforthinthis policy.

3. Scope

This policy is applicable to all relevant entities having accountability and/or responsibility for
processing personal data within solutions by stc (collectively "solutions” or “Company”) including
BUs/FUs, employees, vendors, consultants, business partnersand contractor personnel regardless
oftheirgeographiclocation.

4, Responsibility

4. The CS&Pisresponsible forreviewing/updatingand monitoring compliance with this
Data Privacy Policy
472 Each Business Units/ Function Units (BU/FU(s)) are responsible to implement, and maintain

the DP requirements as applicable to their operations in accordance to this policy and the DP
mandates/operating model.
43 All Usersare responsible to comply with this policy.
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5. Organizational Structure and Roles & Responsibilities

solutions shall define and document Data Privacy Governance Structure and related roles and
responsibilities for effective management and implementation of the Data Privacy Program.

Figure 1. Data Privacy Governance Structure
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! 1. CS&P SPOCs - They are the point of contacts nominated from Tech BUs/FUs who will be supporting the DP Program.
. 2. DP SPOCs — They are the point of contacts nominated from Non-Tech BUs/FUs who will be supporting the DP Frogram.

51 solutions’ CS&P steering committee includes executive management; comprised of CEQ,
Chief Governance Officer other BU/FU Chiefs or their respective delegates.
52 The Chief Governance Officer shall be solutions’ executive management member with DP

mandates and accountabilities to govern overall DP programs activities and initiatives
across solutions.

53 The Data Privacy Officer (section Manager of DPPO) shall lead the DP Program and act as DP
subjectmatterexpert(SME)acrosssolutions.

54 DataPrivacy Officer shall present the DP matters to the CS&P steeringcommittee via DRM
executive meeting chaired by CEO or his delegate; as and when DPPO needs briefings,
support and/or directions; at least once in every quarter.

55 The minutes of meetings shall be performed by Corporate Performance Managementteam and
shared with Data Privacy Officer, as needed, where the DRM meetings utilized as CS&P
Steering committee meetings.

56 The CS&P Director or DataPrivacy Office shall presentthe DP matterstothe CS&P steering
committee.

Note: Please refer Section ‘11 — Definitions’ for brief description on DRM (Direct Report
Management) and CS&P Working Committee
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b7 The table belowinclude the key DP Governance roles and responsibilities at solutions'”:

Responsibilities
[ ]

CS&P steering

committee

Data Privacy
Officer (DPO)

Overall guidance of Governance and Oversight of Data Privacy Program
within solutions.

Ensuring establishmentof Data Privacy Vision, Mission,and Data Privacy
Objectivesforsolutions.

Provide direction and support for development of Data Privacy Strateqgy
and Data Privacy Framework.

Provide adequateresourcesandsupportfor DPProgram.
Communicating the importance of effective Data Privacy Program
Managementand

conforming to the policy’s requirements which are achieved through
awareness

Refresher programsandinduction programs.

Providing direction and support to staff to contribute to the

effectiveness ofthe DataPrivacyProgram.

Responsible for developing, initiating, and enforcing data privacy
programorganizational wide.

Establishand maintain dataprivacypolicies, standards, procedures,and
processes to be set as a governance model

Monitor compliance of solutions with applicable laws/ regulations in
relation to data privacy;

Develop, establish, and maintain data privacy culture and hygiene
practices across solutions and its subsidiaries and customers, where
applicable.

Develop and maintain proper alignment with stc’s data privacy policies,
mandates,andprogram

Develop, draft and maintain data privacy objectives, framework and
policies in alignment with the methodologies and mechanisms
established by Enterprise Governance.

Establish DataPrivacy Risk Managementwithin solutions;

Oversee the Privacy Incident Management within solutions including
handling potential databreaches;
Alertthe stakeholderstoanyrisksthatmight arise about personal data;

Act as a contact point for requests from Data Subjects regarding the
processing of their personaldataand exercise of their rights;

Liaise Cooperatewithregulatorsin mattersconcerning dataprotection.
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ActasDataPrivacysubjectmatter expert(SME)acrosssolutions andits
subsidiaries.

Provide reqular and timely update on the status of Data Privacy program
initiatives, key privacy risks, compliance issues, and metrics to such as

stc, CS&P Steering Committee, AC, sector meeting etc.

Support the Data Privacy Officerin developing data privacy processes,
procedures, standards, and policies.

Guide DP SPOCs and monitor development and maintenance of
Personal Data Inventories and Data Flow Maps.

Carry out periodic compliance assessments to monitor compliance of the
solutions' with applicable laws/ regulations in relation to data privacy
and protection.

Carry out periodic risk assessment across solutions to identify potential

privacyrisks and maintainriskregisters.

Support the Data Privacy Officer in monitoring the remediation of risks
and non-compliances (NCs).

Conduct privacy impact assessments where applicable.

Support the Data Privacy Officer and provide SME support to DP SPOCs
in fulfilmentof DSARrequests.
Carryoutprivacyincidentresponsehandlingactivities.

Support the Data Privacy Office in addressing queries from stc and
regulatorsconcerning Data Protection.

Provide Data Privacy subject matter expert (SME) support across
Solutions and its subsidiaries.

Support the Data Privacy Officer to provide regular and timely update on
the status of Data Protection and Privacy program initiatives, key privacy
risks, compliance issues, and metrics to such as stc, Management& DRM,

AC, sector meeting.

Ensuring that the resources needed for the data privacy program are
available

Communicating the importance of effective data privacy program
managementandconformingtothepolicy’s requirements

Providing direction and support to staff to contribute to the
Effectiveness of the data privacy program

Overseethe overall effectiveness of solutions’ dataprivacyprogram
Periodically monitor the compliance of the data privacy program to

applicable privacy laws/ regulations
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Ensure adequate guidance and support for treatment of data privacy
risks and non-compliances to solutions including risk acceptance.
Serve as a Point of Contact within the Technology function for DP
matters

Work with respective Technology/Asset owners to implement adequate
privacy controls to support the DP Program

Support implementation of technical controls required for privacy
risks/NC mitigation

Integrate Privacy requirements into system/software development
lifecycle and Technology ChangeManagementPrograms

Support DPPO to conduct Go-Live assessments including PIA for
Technology products and services

Supportrespectivedepartments infulfilmentof DSARrequests
Involve DPPO thatrequire SME supportand guidance from DPPO
Perform implementation of required data protection and privacy

enhancing technologies

Serve as a primary Point of Contact within each department (Non-
Technology Functions) for DP matters

Develop, review, update, and maintain personal data inventories and data
flow maps

Work with the DPPO to identify and document the lawful basis against
eachdataprocessingactivity

Support DPPOin conducting data privacy risk managementexercises
Identify risk owners, support risk acceptance, ensure implementation of
risk treatmentplans and monitor riskstatus

Support DPPO to identify potential high-risk processing activities that
require PIA and support PIA exercise

Work with team members to ensure timely fulfilment of data subject
requestsassigned by DPPO

Support compliance assessments and performance monitoring
exercisesconducted by DPPO

Track and ensure timely completion of data privacy training and
awareness sessions within respective department

Manage and address queries received from team members on matters
related to data privacy

Support other CS&P sections and DPPO during investigation of data

privacy incidents and data breaches

Doc. Code:

PL.06.04 Dated: 03-04-2023 Version: 2.2

Classification

Public STC solutions © 2023 Page: 10 of 21




This message/document has been classified as “Public”

€ solutions
by stc

6. Data PrivacyPrinciples

solutions has adopted the following principles to govern the lifecycle of personal data and to
uphold the privacy rights of Data Subjects:

6.1

6.2

6.3

6.4

6.5

6.6

6./

Lawfulness, Fairness, and Transparency

Personal Data shall be processed lawfully, fairly, and in a transparent manner.

Data Minimization

Processingof personaldata mustbe adequate, relevant, andlimited to whatis necessary
inrelationtothe purposes.

Purpose Limitation

Personal Data shall be obtained only for specified, explicit, lawful, and legitimate purposes,
and shall not be further processed in any manner incompatible with those purposes.

Accuracy

Personal Data shall be accurate, complete, and current as appropriate for the purposes for
which they are collected and/or processed.

Storage Limitation

Personal data should be kept only as long as is necessary for the purposes for which the
data is processed or within the limit of applicable regulations for requlated products.

Integrity and Confidentiality

Personal data should be processed in a manner that ensures appropriate Integrity and
confidentiality of the personal data.

Compliance with Regulatory Requirements

Personal data should be processed in accordance with the approved policies, standards,
procedures, and applicable data privacy laws and regulations.
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/. Data PrivacyPolicy Statements

7.1

Overview

solutions’ DP Framework is aligned to leading standards and applicable regulations. The
below figure provides an illustration of solutions’ DP Framework.
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The below section providesdetails of the personal datadomains and protocols which
form the pillars of solutions’ DP Program and initiatives:

/.2 DataPrivacy Governance, Risk & Compliance

721

722

723

724

725

726

Data Privacy Officer (DPO) shall be appointed and shall be responsible for privacy
governance, risk, and compliance of privacy related activities and shall be
independent of conflicting duties.

Solutions shall appoint a Personal Data Protection Officer (PDPO) considering the
nature of processing activities carried out within solutions and where such
appointment is mandatory under applicable local/ global privacy laws and regulations.
DPO shall be equipped with the resources, supportand training required to perform
his/herrole.

DPO shall make his information (name and contact details) accessible and
communicated toallrelevant stakeholders.

DPO shall develop and maintain the data privacy strategy that defines the vision,
mission, goals, objectives tailored to the organization's context and helps meet
the needs and expectations of internal and external stakeholders.

DPO shall develop an actionable roadmap to operationalize the strateqy, ensure
compliance, enable business objectives, meet stakeholder needs and enhance
programmaturity.
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DPO shall develop and establish the data privacy governance and operating model to
further detail the data privacy roles and responsibilities; formally allocated and
acceptedacrosssolutions.

DPO shall establish a data privacy risk management framework that is integrated into
the enterprise risk management program, to proactively identify and manage data
privacy risks within solutions.

DPO shall establish a data privacy compliance programto periodically review and
monitor solutions compliance to this policy and applicable legal and regulatory
requirementsfor collecting, processing,ormaintaining personal data.

DPPO shall support the DPO in carrying out periodic risk and compliance
assessments aligned with the established framework and shall be responsible for
monitoring the remediation activities.

DPO shall establish a data privacy training and awareness program to ensure all Users
shall receive proportionate awareness to their expected role in the data privacy
program.

DPPO shall carry out periodic training and awareness programs for solutions
employees and contractors.

DPO shall periodically develop, review, and maintain procedures and guidelines
aligned to this policy to govern, manage, and operate the data privacy program.

PersonalData Collection

731

732

733

734

735

736

BU/FU Heads of solutions shall ensure that any personal data collected is adequate,
relevant, and limited to what is necessary in relation to the purposes for which they are
collected.

If personaldatais collected directly fromthe Data Subject, solutions shall:

7321 Provide a concise, transparent, intelligible, easily accessible, and adequate
notice to the Data Subject (employee/ customer/ vendor/ candidates) in
physical or electronic format. The notice shall be writtenin clear and plain
language.

7322  Notify the Data Subject if there is a change in the purpose of data
collection.

7323  These disclosures shall be given as soon as possible, and preferably at the
first point of contact with the Data Subject.

7324 Provide the Data Subject the right to access personal data which include
viewing and copying without any charge.

7325 Provide the Data Subjectthe rightto modifyand update the personal data.

If personal datais collected from someone other than the Data Subject in case of Joint

Data Controllers, solutions shall notify the Data Subject of the following, unless the

Data Subjecthas received the required informationby other means.

7331 The fact of the collection, processing, or transfer of the data by the Joint
DataController.

7332  Thenature and purposes of the processing.

7333  Therecipientsorcategoriesofrecipientsofthe data;and

7334 The origin ofthe data.

DP SPOCs shall work with respective departments to maintain recordsto document

the processingactivities underits responsibilities.

These records shall be maintained using personal data inventories and data flow

diagrams (DFDs).

DP SPOCs shall develop, update, and maintain personal data inventories and DFDs. The

personal data inventories and DFDs shall be reviewed, updated, and approved

periodically orinthe eventof any changesto the processingactivities.
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DP SPOCs shall periodically review personal data collection channels to minimize the
collectionand processingof personaldatafromData Subjects.

/4 Choice andConsent

741 Respective departments responsible for collection and processing of personal data
shall obtain and record consent from Data Subjects according to the established
consent management practices.

742  Respective departments shall communicate any choices available when personal data
is collected or used by a third party or disclosed by solutions to such parties.

743  Aspartof Consent Management, solutionsshall ensurethe following:

7431 Consent shall adhere to the principle of freely given, specific, informed, and
unambiguous indication of data subject, which means the data subject has a
genuine ongoing choice and control over how solutions shall use their data.

7432  Request the consent of the data subject using the type of consent (opt-out
or opt-in) that is required or appropriate.

7433  Ensure thatthe choices provided to data subject are complete and clear
(e.g., how to "opt-out").

7434 Inform data subjects of the consequences for failing to consent or to
provide their data.

7435  Obtain new consentif personal data will be used for a purpose other than
originally disclosed tothe datasubject.

75 Use, Retention&Disposal

751 BU/FU Heads shall ensure processing of personal data is conducted with due regard
to the privacy, dignity, and equality of Data Subjects.

752  Respective departments shall not process personal data in the absence one of the
following valid business andlegal basis:

7521 Data Subject has provided valid consent for the processing of their
personal data.

7522 Processingis necessary to fulfil solutions contractual obligations towards
the Data Subjectoranorganization

7523 Processing is necessary to fulfil solutions legal obligations towards a
governmentorregulatoryauthority.

7524 Processing is necessary to protect vital interests of the data subjects or of
another person, in the public interest, or in the exercise of official authority
vested in thecontroller

7525  Processing is necessary to protect the legitimate interests of solutions. In
such cases, care shall be taken to not pose high risk to data subjects, andto
protecttheinterestsandrightsofdatasubjects.

753  Respective departments shall not process sensitive personal data in the absence of

the following valid business and legal basis:

7531 Such processingis specificallyauthorized or required bylaw.

7532  The DataSubjecthas providedexplicit consentto such processing.

7533 Where the Data Subject is physically or legally incapable of giving consent,
but the processing is necessary by law, for example but not limited to:
protecting the vital interest of the Data Subject, Support law suits/
litigations, and Employment. This exemption may apply, for example, where
emergencymedical care is needed.
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7534  Processing is necessary for reasons of public interest in public health, such
as protecting against serious cross-border threats to health or ensuring
high standards of qualityand safety of health care.

7535  Processing is necessary for the establishment, exercise, or defense of legal
claims.

7536  Processingrelatesto personal datawhichare manifestly made public bythe
Data Subject

AsaData Controller, respective departmentsshall only use the personaldataforthe

purposes the datasubject has been made aware of in the privacy notice providedto

them.

DP SPOCs shall conduct periodic reviews to verify and ensure that divisions and

departments that collect/ process personal data appropriately are in compliance with

privacy notices,contracts,andthis policy.

Employees or Users of Personal Data at all levels shall apply the following while

processing personal data:

7561 Collection and use of personal data shall be avoided or limited when
reasonably possible.

7562  The purpose(s) of the collecting or processing of personal data shall be
expressly identified by the division or department preparing any new or
expanded datacollection and processingactivity or function.

DP SPOCs and CS&P SPOCs shall ensure to implement reasonable processes to

monitor the quality of the personal data it stores/processes as per the solution’s

Enterprise Data Governance policy.

BU/FU Heads shall define the retention schedule of all personal data stored and

processed by their respective departments. Data retention must be identified as per

the solution’s Enterprise Data Governance policy.

Personal Data shall not be retained longer than required for the purpose it was

collected for aligned to legitimate business requirements, and applicable laws and

regulatory requirements. However, personal data can be kept for a longer period in
case of availability of statutory justification or if personal data connected directly to
an open casejudicial body.

Personal Data shall be erased if their storage violates any of the data privacy

principles or if knowledge of the data is no longer required by solutions or for the

benefit of the Data Subject.

Personal Data shall be blocked and restricted, rather than erased, insofar as the

law/regulation prohibits erasure, erasure would impair legitimate interests of the

Data Subject, erasure is not possible without disproportionate effort due to the

specific type of storage, orif the Data Subjectdisputesthatthe data isincorrect, and

itcannotbe ascertained whethertheyare correctorincorrect.

Disposal of personal data shall be handled with utmost care and shall be governed by

the solution’sEnterprise Data Governance policy.

Privacy by Design (PbD)

761

762

DPPO under supervision of the Data Privacy Officer shall establish a process to
proactively embed privacy requirements into the system architecture and product/
service/softwaredevelopmentlifecycle.

Considerations shall be made for technical land organizational measures to
enhance privacy (e.g. data obfuscation/anonymization, data minimization etc.). In
addition, appropriatetechnical and organizational measures shallbe consideredto
ensurethatpersonal data collected or processed is adequate, relevant, and limited
to what is necessaryin relation to the purposes for which they are processed.

Doc. Code:

PL.06.04 Dated: 03-04-2023 Version: 2.2

Classification

Public STC solutions © 2023 Page: 15 of 21




This message/document has been classified as “Public”

7.7

7.8

7.9

763

764

765

€ solutions
by stc

Privacy Impact Assessments (PIAs) shall be carried out on processing activities thatare
likely toresultinahighrisk to datasubject’s privacy, rights,andinterests.

Procedures shall be developed to elaborate the criteria, triggers, checklists, and
methodology for conductingPlAs

PlAs shall be performed for any new launch or major changes made to major products/
services/ technology, whichrequirethe processingof personaldata.

PersonalData Transfers

771

772

Transfer of personal data outside the Kingdom of Saudi Arabia shall be restricted in
accordance with applicable laws andregulatoryrequirements.

For exceptional situations where, personal data requires to be transferred outside KSA,
appropriate mechanisms shall be followed as required by applicable laws and
regulations.

Disclosure to Third Parties

781

782

783

Data Privacy Officer shall establish a Vendor Management process to manage data
privacyrisks associatedwith use of third-partyvendors which include:

7811 Conducting appropriate data privacy due-diligence priorto on-boarding new

third-party vendors.

7812 Including data privacy responsibilities and obligations as part of contracts

signed with third-party vendors including clear instructions around how
personaldatashall be handled.

7813 Based on relevant laws and regulations periodic privacy compliance reviews of

third-party vendors.
Respective departments shall clearly notify Data Subjects regarding the category of
third parties along with purposes for personaldatadisclosure.
Personal datashall be shared to third party vendorsonly for reasons consistent with
the purposes for which the data was originally collected or other purposes
authorized bylaw.

Security of Personal Data

791

792

793

794

795

796

797

CS&P is responsible to develop and maintain CS policies/ standards/ frameworks
aligned to applicable regulatory requirements and leading practices.

CS&P shall assess the data protection and handling measures in accordance to
Information Classification and Handling Cybersecurity Standard implemented to
safeqguard personaldataonaregular basis and update the same, whererequired.
DPPO should support Risk & Compliance to identify key data security requirements
aligned to applicable data privacy laws/ regulations to ensure adequate protection of
personaldataprocessed within solutions.

CS&P SPOCs and DP SPOCs shall work with respective departments to implement
adequate technical and organizational safeguards, in line with this policy, CS
policies/standards/frameworksand operating models published by CS&P.

Employees and contractors shall adhere to solutions’ internal CS policies, practices and
any additional guidance issued around personal data protection by CS&P.
Confidentiality agreements & NDAs covering data protection and privacy
responsibilities shall be signed by all employees & contractors on or before their
joining date.

Employees, contractors, and third-party vendors involved in any stage of processing
personal data shall explicitly be made subject to a requirement of secrecy
which shall continue afterthe end of the employment/businessrelationship.
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Employees, contractors, and third-party vendors shall have access to the personal
datanecessary for the fulfilment of their employment/ contractual duties.

CS&P shall assess the security measures implemented to safequard the overall
organization on a regular basis and update the same, where required. This assessment

is applicable to safequard measures that directly/indirectly affect personal data.

Data SubjectRights

Datasubjects shall have the right to:

71011 Requestaccess tocopies oftheir personaldata.

710.1.2 Request information on the processing activities carried out with their
personaldata.

71013 Requestthattheir personaldataisrectifiedifitis inaccurate orincomplete.

71014 Request erasure of their personal data in certain circumstances, except if the
dataismaintainedforregulatoryreason.

71015 Request that the processing of their personal data is restricted in certain
circumstances.

71016 Objecttoprocessingoftheir personaldataincertain circumstances.

71017 Object to, and not to be subject to a decision based solely on, automated

processing (including profiling), which produces legal effects or significantly
effects on the data subject.

71018 Withdraw consent.

DPPO under the supervision of the DPO shall review and ensure all requests raised by
data subjects are addressed on a timely manner and in compliance with theapplicable
laws &regulations.

DPO shall advocate the feasibility of fulfilling such requests and provide a
reasonable justificationin writing (physically or electronically)in case of denial of
suchrequests.

DPPOshall maintainrecords of suchrequestsirrespective of their fulfilling status.

As a Joint Controller, BU/FU Heads of solutions shall inform its business partners
regarding such requests if it pertain to personal data and processing activities that are
coverunder sucharrangements.

Data Subject Request procedures shall be maintained around handling data subject
request.

/1 Data Processor Obligations

JAIN

m2

n3

na

JAIFS!
7né

7

n8

Data Privacy Officer shall identify the data processing activities for which solutions
is aprocessor.

Data Privacy Officer shall identify the responsibilities as a data processor and shall
develop requirementsand guidelines on data processor obligations.

DPOshall ensurethatthe organization isadheringtoits obligationstowardsthe Data
Controller bylawfully processingthe personal data.

DPPO shall support the Technology BUs in reviewing Data Processing Agreements
(DPA) shared by customers and addressing privacy queries raised by customers.
Legal Affairsshallreview data privacy obligations before finalizing the contract.
DPPO shall work with CS&P SPOCs to review potential privacy incidents/ breaches
thatmayimpactcustomerdata.

Legal Affairs shall support DPPO and Technology BUs to report potential privacy
incidents/breachestocustomers.

CS&P SPoCs shall develop and implement procedure and processes to support Data
Controllers(customers)and fulfilData Processor obligations
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Data Privacy and Breach Management

7121 Data Privacy Officer shall formulate and implement a data privacy incident andbreach
management process to ensure that exceptions in data privacy compliance are
promptly identified and reported to the DPPO. An incident response team will be
formulatedupon each incident depending on the incident type.

7122  Allthe employeesshall be aware ofthe mechanismofraising dataprivacyincidents.

7123  The DPPO shall work closely with the DTR section to investigate potential data privacy
breach incidents resulted from Cybersecurity incidents and track it to closure.

7124 The DPPO shall maintain an inventory of privacy incidents and shall record the
lessons learnt.

7125  As a Joint Controller, BU/FU Heads of solutions shall promptly notify its business
partnersofanydataprivacyincidents.

7126 Documented procedures shall be maintained to identify, track, review and notify data
breaches to relevant regulatory authorities and data subjects.

7127 In case of a Cybersecurity incident which resulted in a privacy incident Cybersecurity
Incident Management Framework and Data Privacy Breach Management Procedure
should betriggered.

8. Custodian

The custodian for this policy is the Data Protection and Privacy Office (DPPO). DPPO will extend
support to Data Privacy Officer with matters related to privacy of personal data. The Data Privacy
Officer shall be responsible for the maintenance and accuracy of this policy. Any questions
regarding this document shall be directed to DPPO.

9. Conflict Resolution

The CS&P Steering Committee beresponsible for resolvingconflict or disagreementsrelated tothe
implementation ofthis policyincluding any conflict-of-interestissues thatmayarise.

Data Privacy Policy is mandatory and shall be followed in all circumstances unless a specific waivers
or exceptions have been obtained. Request for waivers form must be filled to include justification and
benefits attributed to the waiver and shall be submitted to CS&P Steering Committee for review and
approval. A periodic summary report of all the waivers shall be prepared and maintained by the Data
Privacy Officer. All waiversshall notexceed one year or anew waiver processshall be initiated.

10.Review and Update

The Data Privacy Officer shall update/review this policy annually, if deemed necessary, and/or if a
major change occurred. This policy shall be updated in respect of changes within the privacy field,
regulatory changed, change in the market the company operates, and internal changes within the
company. Any change in this Policy is subject to approval by the highest approval level.
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1. Definitions
Terminology

Consent
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Explanation ‘

Freely given, specific, informed, and explicit consent by statement or action
signifying agreement to the processing of their personal data.

Data Controller

The entity that determines the purposes, conditions, and means of the

processing of personal data.

Data Subject

A natural living person whose personal data is processed by a controller or

processor.

Data Subject Rights

Rights through which data subjects can make a specific request to

Controller regarding processing of their Personal Data.

Data Processor

The entity that processes data on behalf of the Data Controller.

Data Privacy Officer

Data Privacy Officer/ Section Manager is an independent data privacy

(BPO) expert who is responsible for monitoring and enforcement of organization’s
data privacy program.
A sub-unit within a Business Unit in solutions is referred as a Department
Departments

(For e.g,, Digital Products is a department under the BU- Digital solutions).

Joint Controller

Where two or more controllers jointly determine the purposes and means of

processing, they shall be joint controllers.

Processing

Any operation performed on personal data, whether or not by automated

means, including access, collection, use, recording, disposition, etc.

Personal Data (Pll)

Any information regardless of its source or form, which would lead to
identifying the individual, or that would render the individual identifiable
directly or indirectly, including, names, ID numbers, addresses, contact
numbers, licenses and registration numbers, and personal properties, bank
account numbers and credit cards numbers, individual's photos or videos, as

well as any other data of personal nature.

Sensitive Personal Data

Sensitive Personal Data is defined as information that if lost, compromised, or
disclosed could potentially harm, cause inconvenience, embarrassment, or
unfairness to an individual and has high potential of risk to the rights and
freedoms of an individual for example revealing racial or ethnic origin,
political opinions, religiousorphilosophical beliefs.

Further it is categorized as:

Hereditary Genetic Data: Hereditary genetic data, biometric data
processed solely to identify a human being.
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Medical Data: Medical data is health-related data.

Medical Services: Medical Services are data types where it may show
medicines being used along with other health services which are being
provided to the subject.

Third party, in relation to personal data, means any external organization or
external person authorized to process data on behalf of or jointly with the
Third Party data controller.

Any Business/Functional Units within solutions that own a personal data

Business/Functional
Units processing activity.
Is the representative of the system / application. The CS&P SPoC will be the
one who drives the day-day data related activities from a Data Management
CS&P SPoC perspective,
The CS&P Working Committee refers to any reqgular meetings DPPO have
CS&P Working with stakeholders to monitor or ensure implementation and/or
Committee

effectiveness of DP requirements at operationallevels.

Cybersecurity (CS) Preservation of confidentiality, integrity and availability of information.

The DRM refers to periodic executive meetings to discuss company related
matters. The DRM meetings include solutions’ executive management; the
CEO, Chief Officers and/or their representatives/delegates. These DRM
meetings are also utilized as CS&P Steering Committee meetings as and
when DPPO have DP matters to brief, or require support and/or directions
Direct Report from the executive management (CS&P Steering Committee).

Management (DRM) | Corporate performance management is the responsible team at solutions to
monitor DRM meetings, record and communicate the minutes of meetings
with relevant stakeholders.

In addition, Chief Governance Officer is a permanent member in all DRM
meetings. Given his mandate towards DP, DPPO ensures continuous
presencetodiscuss and provide feedback onall DP matters.

The personnel who is employed on a full-time basis andis in the payroll of

Employee
POy solutions.

Fxecutive Management This refers to CEO, Chief Officers of solutions.

The highest formal full-time dedicated role responsible to execute DP

CS&P Director programs and initiatives at solutions

The Data Controller obtains personal data in accordance with the provisions

Data Collection of the system, whether from its owner directly, or from his representative, or

from someone who has legal guardianship over him, or from another party.

Any action which leads to the removal of personal data and makes it

Data Disposal impossible to view or restore it again.

Enabling any person - except the data controller - to obtain, use or access
Data Disclosure personal data by any means and for any purpose.

Data Transfer Transferring personal data from one place to another for processing.
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shall

The verbal form ‘shall’ used in the content of this document indicates a

requirement.

should

The verbal form ‘should’ used in the content of this document indicates a
requirement or recommendation depending on its context, proportional
risk(s) and the business value through achieving its compliance.

12. ReferenceDocuments

Internal reference

DataPrivacyStrateqgy.
DataPrivacyOperatingModel.

e DataPrivacyRisk ManagementFramework.

e solution’sEnterprise DataGovernance policy.

e (CS Corporate Information Security Policy.
Externalreference

Personal DataProtectionLaw, National DataManagement Office(NDMO).
Communications andInformation Technology Commission (CITC)Customer Data
Privacy Standard.

STC DataPrivacy Policy.
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